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Abstract

The concept of artificial intelligence (Al)
has established itself as a foundation of
contemporary intrusion detection systems
because it can examine the network traffic
on a large scale and detect sophisticated
attack patterns. Nevertheless, the issues of
data privacy, interpretability, and class
imbalance still remain as the hindrances to
The paper performs a detailed experimental

analysis of six Al-based intrusion detection models, Logistic Regression (LR),
Decision Tree (DT), Random Forest (RF), Artificial Neural Networks (ANN),
Federated Learning (FL) and Neuro-Symbolic Artificial Intelligence (NSAI) on the
CICIDS2017 dataset within a single framework of pre-processing and evaluation.
The findings show that the tree-based models (RF and DT) exhibit the highest overall
performance (0.9985), which is why they are appropriate in resource-limited and
high-speed settings. The Artificial Neural Networks are suitable in the nonlinear
pattern of traffic with a precision of about 0.9880. On competitive performance
([0.9838]), Federated Learning achieves competitive performance and obtains data
privacy only with decentralized training, which is suitable in collaborative and
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privacy-conscious environments. Importantly, Neuro-Symbolic Al model has a high
accuracy/interpretability/robustness balance, as it has better recall and F1-score with
the minority and complex attack classes. These results suggest that there is no
universally best model but instead the option of intrusion detection methodology
depends on specific operational needs such as detection reliability, computing
efficiency, and privacy limits. The research is practically applicable in choosing Al-
based models of intrusion detectors in the actual world of cybersecurity.

Keywords: Artificial Intelligence (Al), Intrusion Detection Systems (IDS),
Federated Learning (FL), Neuro-Symbolic Artificial Intelligence (NSAI), Data
Privacy, Cybersecurity.

1. Introduction

The digital infrastructure and network technologies have rapidly evolved, and the complexity
of cyberattacks as well as their frequency has increased dramatically (Li et al., 2020). Network
systems in modern organization are becoming more susceptible to advanced cyberattacks to
exchange data and deliver services(Hasan, Al-Maliki and Jasim, 2022). The old fashioned intrusion
detection can be based on signatures or fixed rules, failing to identify new attacks or advanced
attacks (Devlin, Parkin and Janssen, no date). For this reason, Al technology has become a vital tool for
cyber security purposes owing to its capability of handling large amounts of network information
and recognizing sophisticated behavior patterns. Recent studies have shown that machine learning
and deep learning can increase the efficiency of intrusion detection systems. For instance (Al-
Hammash, M. S. H., & Maarouf, 2024) developed a network threat detection model that incorporates
machine learning and feature selection to simplify data analysis, and this technique works
effectively with tabled data structures. The use of artificial neural networks has also gained broad
usage since it reveals nonlinear relations between network data. The usage of these models,
however, presents an issue of privacy of data, since it would involve the collection and integration
of sensitive data through several sources (Sharafaldin, Lashkari and Ghorbani, 2018).
Unified learning has appeared to be a new approach to privacy protection since it is possible to
train models collaboratively with multiple parties without sharing raw data (Marra, 2024). This
method will be based on the training model at the local entity level and then integrating the
weights to have a complete one(wan et al., 2024). Although this approach has some benefits in terms
of data protection, it has been faced with a number of challenges ; unequal spread of data among
the clients, the different nature of the data, and the cost of communication between the involved
parties (Chen et al., 2024). Symbolic neural artificial intelligence is another developing trend which
is a combination of neural learning and symbolic inference. Neural networks have high ability to
derive patterns and features in data whereas symbolic inference makes the decisions more
interpretable as well as better in predicting them using logical rules and domain knowledge (Hitzler
et al., 2022). Research has indicated that such a combination can work well in identifying rare or
unbalanced attacks in network data. Nonetheless, there are limited studies, which experimentally
compare symbolic neural models with traditional models and unified learning in a standardized
testing setup (Renkhoff et al., 2024). In spite of numerous works devoted to machine learning, deep
learning, unified learning, and symbolic neural intelligence independently, the quantity of works
giving a comprehensive comparative analysis of these methods. However, when identical data are
used, the range of possible preprocessing methods and metrics is still constrained. Additionally, it
will be essential to explore the correlation between the interpretability of a particular model, its
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ability to detect any possible threats, and the applied protective measures within IDS (Tarek &
Abdelrahman, 2025). On the other hand, it has been shown by (Younus, Y. M., Ibraheem, A. S,
Tuama, M. H., & Mashloosh, 2025) that a properly set machine learning model can be used to
forecast DoS attack scenarios; hence, a need for framework analysis emerges.

The outputs of this study are as follows: Offering a single comparative platform to assess the
traditional machine learning models, neural networks, unified learning, and symbolic neural
intelligence on the basis of the same preprocessing environment and benchmarks. Compiling the
association among detection accuracy, model interpretability and privacy protection of intrusion
detection systems. Comparing the capacity of symbolic neural intelligence to identify the
occurrence of rare attacks and assessing the capacity of generalization in comparison to
centralized and distributed models. The study is organized into the following sections: Section 2
will review the past research on intrusion detection systems and privacy preserving learning
techniques; Section 3 will detail the research methodology, dataset, pre-processing processes, and
model architecture; Section 4 will present the experimental findings; Section 5 will include a
discussion and analysis and finally, Section 6 will give its conclusion and research suggestions.

o Research Problem

Even though the techniques of artificial intelligence have made great advancements for intrusion
detection systems, yet some issues have not been resolved yet. The research work done till now
has mostly emphasized either machine learning, or deep learning, or federated learning or neuro-
symbolic techniques independently. But the issue is that no comparative experiment has been
conducted in an equal setting till now. Moreover, the datasets used for intrusion detection like
CICIDS2017 are known to have problems of class imbalance since there are attack classes that
appear only infrequently in the dataset. In addition to this problem, balancing between accuracy
of the intrusion detection models, interpretability of the machine learning algorithm,
computational cost, and privacy is another huge challenge in today’s intrusion detection systems.
Therefore, the research focuses on evaluating the differences between traditional machine
learning algorithms, deep learning algorithms, federated learning, and neuro-symbolic artificial
intelligence based on their effectiveness in detection, preserving the privacy, and their
interpretability, using one common experimental environment and CICIDS2017 dataset.

1.2 Research Theories

The development of these hypotheses relied on the past research that showed that models vary in
terms of their capacity to achieve accuracy, interpretability, and privacy protection.

First Hypothesis: The hypothesis of this study is that deep learning models that are implemented
using artificial neural networks (ANNSs) perform better than their traditional machine learning
counterparts in identifying complex attack patterns as measured using common performance
measures like accuracy, recall and F1.

Second Hypothesis: The hypothesis in this study is that a federated learning model can reach the
level of performance comparable to that of centralized learning models, at the same time being
able to preserve data privacy as a result of training the model in a distributed fashion without
exchanging the raw data between participating entities.
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Third Hypothesis: This paper has a hypothesis that symbolic neural Al can strike a balance
between the detection rate and interpretability, and it is likely to work better at detecting
infrequent attacks than other neural networks.

2. Literature Review

A systematic review of machine learning models, offering effective and balanced solutions to
the challenges and obstacles facing various aspects of modern cybersecurity (Tarek and Abdelrahman,
2025). A comprehensive analysis of the model demonstrated superiority in achieving high
detection accuracy, ensuring robust privacy protection, and enhancing resilience against hostile
threats. Therefore, leveraging the strengths of hybrid Al systems is crucial for translating the
potential of quantitatively enhanced machine learning into widespread cybersecurity
solutions(Moussaoui and Kmiti, 2025).
The surge in research activity since 2020, reflecting a growing recognition of the importance of
integrating symbolic approaches to enhance Al's and reasoning capabilities. The paper identifies
current gaps in the symbolic Al literature, finding that most research between 2020 and 2024
concentrated on learning and reasoning, with a significant portion also dedicated to logic,
inference, and knowledge representation ( Colelough and Regli, 2024).
A comprehensive overview of decentralized symbolic neural cognitive systems, outlining their
foundations, concepts, structure, and operation. First, they offer a systematic design of layered
structures representing cognitive interfaces, causal guidance, cognitive capsules, cognitive
registers, and memory systems, demonstrating how neural and symbolic elements can interact
securely. Second, they introduce governance innovations: the Neuro conflict resolution protocol
and a "no-knowledge" validation mechanism that ensures auditability, transparency, and
normative integrity. Third, they demonstrate how these principles can be implemented in areas
such as finance and healthcare. Fourth, they highlight the system's relative advantages in terms of
robustness, scalability, and interpretability compared to traditional models, demonstrating their
success in providing a model for transformative and responsible artificial intelligence (Oyebode,
2025).
This study stratifies some algorithms to the CICIDS 2017 dataset. According to the results,
random forests outperformed decision trees with an accuracy of 99%, while neural networks were
particularly good at spotting intricate assault patterns. Class imbalance issues were noted since the
volume of attack instances was lower than the volume of typical traffic (Chavan and Alone, 2025).
Another study along similar lines have been carried out by (Agheeb Al-Hamdawaee, 2025), who
suggested an intrusion detection system for loT-based networks based on machine learning
classification techniques coupled with feature selection algorithms such as RFE and PSO. From
the results, it can be noted that feature selection techniques significantly improved the
performance of the classifier in terms of accuracy as well as model complexity.

As shown

in table 1 which summarized previous studies.
TABLE 1. SUMMARY OF FL-BASED IDS STUDIES
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The study looks at the general architecture of mobile learning and communication protocols,
covering important problems such non-independent and identically distributed data (non-1ID),
privacy concerns, device and system heterogeneity, and connectivity costs. The paper investigates
a range of federated learning (FL) and personalized learning (PL) strategies with various
applications, encompassing quantum computing and reinforcement learning. Additionally, it

examines real-world applications, reference datasets, and important assessment criteria (Jimenez-
Gutierrez et al., 2025).

This research paper reviews some successful applications of federated learning and focuses on its
importance as a valuable and distinctive tool for preserving privacy by training a model without
sharing the original data. It also highlights the current vulnerabilities of these attacks and

identifies the circumstances under which client privacy can be compromised (Liu et al., 2024).

In this paper, the researchers used RF and DT algorithms on the CICIDS2017 dataset after
selecting important features. The results demonstrated the need to address data imbalance. The
results also demonstrated high accuracy and consistent performance, but some small numbers of
attacks were not well identified.

In this paper, the researchers used Random Forest and Deep Neural Networks algorithms on the
UNSW-NB15 and CSE-CIC-IDS2018 datasets. Random Forest achieved an accuracy of 98-99%,
while neural networks performed better in recognizing complex patterns, but were difficult to
interpret and required precise hyperparameter tuning(S, 2025).

This study systematically classifies research on federated learning models according to the
model cycle, encompassing training, modification, and deployment. The researchers classified the
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approaches in this work according to technical criteria encompassing complexity, efficiency, and
scalability. They eventually established that techniques involving the adaptation of model
subcomponents yield a superior equilibrium between performance and efficiency in comparison
to comprehensive model training. They also disclosed deficiencies with privacy and security that
remain inadequately addressed in existing methodologies, and there is a scarcity of practical
implementations of experimental models within the healthcare sector (Mathur, Gupta and Das, 2025).
This research discusses a neuro-symbolic Al architecture designed for network intrusion detection
and demonstrates how selective learning can enhance the system's threat detection efficiency,
particularly in contexts with unbalanced or insufficient. This paper offers a neuro-symbolic
artificial intelligence system that mixes deep pooling for feature extraction with symbolic
inference via XGBoost. The study explain how the combination can improve the system
dependability (Tran et al., 2025).

This study presents a potent intrusion detection system (IDS). The concept was based on the

BERT paradigm, which is intended to detect harmful network activities. The model has been
refined. There are two different environments: (1) a space-centric environment, where an
inference accuracy of around 97.79% was attained; and (2) federated learning employing
dispersed, non-independent, non-identical (non-1ID) data. The model's size was reduced by
28.74% and its accuracy 0.02% based on the findings. Large models like BERT are suitable for
edge scenarios in 5G networks that leverage federated learning while preserving high efficiency
and privacy (Adjewa, Esseghir and Merghem-Boulahia, 2024).
The researchers used the CICIDS2017 and Edge-loT set datasets, with Federated Learning. The
challenges were the variety and distribution of data among clients, which affected training time
and accuracy while protecting data privacy (Daly et al., 2024).The research indicates that
combination enhances the capacity to manage unexpected circumstances, and improves the
accuracy of judgment in challenging circumstances (Piplai et al., 2023). The studies were conducted
using four KDD datasets (NSL-KDD, UNSW-NB15, and CIC-IDS-2017). The findings
demonstrated that in tasks involving both detection and classification, the federated model
performed better for each client than the locally built Random Forest models (Cascavilla et al., 2021).
The researchers applied federated learning primarily to the CICIDS2017 dataset. The main
challenges were communication between participating users and the complexity of developing a
federated system (Gupta, Jindal and Bedi, 2022) , (Tran et al., 2025). Fewer research has fully evaluated
federated, deep learning, and conventional techniques under the same experimental settings. The
goal of this study is to close that gap.

3. Methodology

This section explains the dataset and the kind of the attacks that were resorted to during the
experiments. The pre-processing part gives the procedure utilized in the transformation of the
data to be challenges and segments so that it fits the machine learning models. The models used
are also described in detail, such as the traditional machine learning models, neural networks,
federated learning and the neural symbolic Al model. Lastly, the evaluation metrics which are
applied to measure and compare the model performances in an experimental setting are
explained part highlights the way of description dataset preparation procedures, model
architectures, and training procedures. Additionally, comprehensive comparison of each model's
effectiveness in detecting network intrusions, experimental conditions and performance
evaluation criteria are supplied.
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3.1 Design of Research

A comparative experimental study of Al-based intrusion detectives’ model on the CICIDS2017
data. The models that have been assessed are logistic regression, decision tree, random forest,
artificial neural networks, federated learning, and neuro-symbolic Al. Federated learning is
conducted in a simulated setting in order to test its privacy-preserving training property as
opposed to an actual distributed implementation.

This study compares and contrasts the level of detection of these models, under unified
experimental conditions. All models are trained and assessed with the help of the same dataset
and preprocessing steps so that the comparison is not biased and unfair. Figure 1 represents the
general workflow of the research.

—
n Model Selection
Preprocessin
cICID2017 9 ‘ LR, DT, RF, ANN, FFL, NSAI ]

h 4

Training & Validation
-Centralized: LR,DT,RF, ANN
-Federated: FFL
- Hybrid NSAI

4

Evaluation Metrics
Accuracy, Precision, Recall, F1
score , Confusion Matrix

Comparison & Analysis ¢
Traid-off (Accuracy Vs Privacy Vs Reliability)

Figure 1. Methodology Flowchart.

3.2 Description of the Dataset

The CICIDS2017 dataset was used in this study as one of the most widely used datasets for
evaluating network intrusion detection systems. This dataset contains over 2.8 million network
flows, and a wide range of statistical and behavioral characteristics were extracted from each
flow, such as flow duration, number of packets, packet lengths, transmission rates, and protocol
indicators, more than 50 numerical characteristics. The dataset includes both normal traffic and
various types of cyberattacks, such as denial-of-service (DoS) and DDoS attacks, brute-force
attacks, port scanning attacks, web attacks, and bot attacks. In this study, a multi-class
classification setup was adopted with the aim of evaluating the ability of models to distinguish
between normal traffic and different types of attacks. This dataset was chosen due to its realism
and the diversity of attack patterns it encompasses, making it suitable for evaluating the
effectiveness of Al models in modern network environments preprocessing of Data

e Data Cleaning: There were no missing data and superfluous duplicate entries. The cases were
eliminated by removing incomplete samples.

e Target Variable Separation: The attack type (Attack Type) was isolated and made the target
variable in the classification exercise.
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e Data Encoding: Traditional machine learning models were encoded using label encoding and
artificial neural networks and federated learning models using one-hot encoding.

e Feature Normalization: The numerical features were normalized using the Min-Max method in
order to fit the values in the range [0,1], which enhanced the training stability and convergence.

e Data Splitting: The training and testing set divisions were done on a 70/30 split with stratified
sampling in order to maintain the original balance of classes. Reproducibility was provided using
a fixed random state.

e Data Balancing: There was no application of data balancing method like SMOTE or under
sampling in this research to assess the model performance in the default state of the class
distribution, especially the rarely occurring attack categories.

e Training Validation: In the case of the artificial neural network, a validation split was used to
use a portion of the training data to validate the model used during the training process, as 20
percent.

3.4 Model Implementation

CICIDS2017 dataset which comprises of Logistic Regression (LR), Decision Tree (DT),
Random Forest (RF), Artificial Neural Networks (ANN), Federated Learning (FL), and Neuro
Symbolic Al (NSAI). The dataset, preprocessing pipeline, and the experimental environment
were used to implement all the models so that they would be fairly and consistently compared
against each other.

e Logistic Regression (LR): The Logistic Regression was used as a baseline linear classifier to
estimate the correlation between network features and attack types. The model was trained to
1000 maximum number of iterations to estimate the probabilities of the classes applying a
logistic function. The performance measurement was based on the classification metrics.

e Decision Tree (DT): Decision Tree model was selected as it is able to represent hierarchical
and conditional relationship in the network traffic data. The tree was trained on default
parameters and a constant random seed so that the tree can be reproduced. Evaluation measures
that are used to evaluate performance were applied to the model.

e Random Forest (RF): Random Forest is an ensemble learning algorithm, which uses a
combination of many decision trees in order to enhance generalization and minimize overfitting.
The model used in this research was trained on 100 trees using the random sampling of the
features and bootstrap sampling. DE aggregation of the outputs of individual trees was used to
obtain final predictions.

e Artificial Neural Networks (ANN): The artificial neural network with a multi-layer perceptron
architecture was applied as a centralized one. This model is made up of three layers of hidden
layers containing 128, 64, and 32 neurons respectively with ReLU activation functions and a
multi-class Softmax output layer. The model was trained on 50 epochs with a batch size of 64 on
the Adam optimizer and categorical cross-entropy loss. Training and validation loss curves were
used to measure training stability.

e Federated Learning (FFL): The federated learning was applied in a simulated setting with the
help of several virtual clients. The training dataset was divided into five subsets with each being
sent to a local client. The local ANN models were trained by each client, each with three epochs,
and FedAvg algorithm was used to combine the local model weights. This was repeated five
times of communication. The last international model was tested with the centralized test set.
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The FL setup deployed is a simulated privacy-preserving training set up not a real distributed
deploy.

e Neuro-Symbolic Al (NSAI): Neuro-symbolic model combines two components, artificial
neural network and symbolic reasoning. The ANN is first learned to learn feature representation
and make initial predictions. This is followed by domain-specific symbolic rules which are used
as a post-processing step to hone out the predictions, especially with respect to some attack
patterns. The aim of this integration is to make the interpretation easier and detect rare or
complicated attacks. The model also was tested based on accuracy, precision, recall, F1-score,
and confusion matrix.

Table 2. Training Configurations and Hyperparameters for The Implemented Models.

Model Architecture/ Optimiz Loss Epochs Batch Size Notes
parameters er Function
LR Solver = Ibfgs, Max - Log-loss - - Baseline
iterations = 1000 (internal) linear
classifier
RF n_estimators = 100, - - - - Ensemble of
Random state =42 DTs
DT Criterion = Gini, - - - - Tree-based
Random state =42 classifier
ANN Dense-128 (RelLU), Adam | Categoric 50 64 Validation
Dense-64 (RelLU), al cross- split=0.2
Dense-32 (RelLU), entropy
Output (Softmax)
FFL Local model = ANN, Adam | Categoric 3x5 32 FedAvg
Clients = 5, Rounds =5, al cross- rounds aggregation
Local epochs =3 entropy (simulated)
NSAI Dense-64 (RelLU), Adam Sparse 20 32 ANN with
Dense-32 (RelLU), categoric symbolic
Output (Softmax) + al cross- post-
Symbolic Rules entropy processing

3.4.1 Neuro-Symbolic Al Architecture

Neuro-symbolic artificial intelligence (NSAI) model is one that involves a combined approach
using neural networks and rule-based symbolic reasoning. In the NSAI model used, the neural
part comprises an MLP network having two hidden layers with 64 and 32 neurons in each of
them. It is important to note that both layers utilize ReLU activation functions. In addition, the
neural network learns from the CICIDS2017 dataset.

For improved decision making, there is use of symbolic reasoning as an additional step after
processing. Symbolic reasoning is based on cybersecurity rules defined by experts who have
knowledge about network behaviors. The layer focuses on making predictions in cases where the
attacks’ classes are highly similar or hard to classify using neural models.
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Symbolic analysis entails the evaluation of neural outputs against the rule conditions that have
been generated from the traffic attributes, such as flow dynamics and anomalies. In case there is
a deviation between a prediction and rule conditions, then there is a revision of the prediction.
Final outcome of classification is obtained through combining the results of neural network
prediction with symbolic validation process. Such combination brings about greater
interpretability, prevents classification errors for imbalanced data sets, and increases robustness
in intrusions detection applications.

3.5 Experimental Setup

Python 3.10 and the TensorFlow 2.x and scikit-learn packages were used to do all experiments.
Google Colab, with the use of a GPU, was used to conduct the experiments to make them
efficient in terms of model training.

3.6 Preparation and Preprocessing of The Dataset.

Within the simulation of the federated learning approach, the dataset was divided among five
simulated clients and trained their own artificial neural network (ANN). This model aggregation
took place using FedAvg method, while evaluation of these models was carried out using the
same centralized test set. Data was split using stratified random sampling in order to ensure that
every client had an equal representation of all the attack classes and thus ensuring that the data
was approximately 11D distributed. Even though there was no strict non-11D requirement, slight
class differences were experienced due to the random splitting of the data.

3.7Assessment Measures

All of the models were assessed in terms of several quantitative and qualitative indicators to have
a complete evaluation.

e Accuracy: This is the ratio of accurate samples in a sample

e Precision, Recall, and F1-score: These are applied to determine the performance of class-level
detection, especially in imbalanced categories of attacks.

e Confusion Matrix: It is employed to examine the classification outcomes and the
misclassification patterns of the various types of attacks.

e AUC: Requested threshold-based performance evaluation of a select models and significant
categories of attacks.

e Training Time and Prediction Time: To determine the efficiency of computations of each
model and its practical usefulness.

3.8 Reproducibility

All suitable models and data splitting procedures were randomized with the fixed seed of
randomness (random_state = 42) to achieve higher levels of reproducibility. The preprocessing
procedures, model architectures and training parameters are clearly written down. The
experimental scripts and settings are maintained in order to enable the reporting results to be
replicated.

4. RESULT

Here, the experimental results of the analysis of six artificial intelligence models that include
(LR), (DT), (RF), (ANN), (FL), and (NSAI) and were tested on the CICIDS2017 dataset are
presented. The training and testing of all the models were achieved in the same experimental
conditions to make a fair comparison.
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The models were evaluated by various measures of the model performance namely
accuracy, precision, recall, F1-score, analysis of confusion matrix, training time and prediction
time. These metrics give a complete insight on the effectiveness of classification and
effectiveness of computation.

4.1 Comprehensive Model Efficacy
This sub-subsection will provide a detailed analysis of the performance of (ANN), Random
Forest (RF), (DT), (FL), (LR) and (NSAI) in a classification study based on the CICIDS2017 test
data. All the models were tested on the same test so as to ensure consistency and fairness in
comparison. As explains in table3.

Table 3. Comparison of Model Performance on The CICIDS2017 Test Set.

Mode Accuracy Precisio Recall F1-score | Training Prediction
I n Time(s) Time(s)

LR 0.9573 0.9569 0.9573 0.9555 | 225.120622 0.099787
DT 0.9984 0.9984 0.9984 0.9984 | 126.038251 0.129263
RF 0.9985 0.9985 0.9985 0.9985 | 750.021611 6.473585
ANN 0.9880 0.9877 0.9880 0.9874 | 2266.356740 |39.327270
FL 0.9838 0.9854 0.9838 0.9851 | 1610.973785 |33.568341
NSAI 0.9878 0.9875 0.9878 0.9872 | 2580.97 24.97

Accuracy, precision, recall, and F1-score, were taken into account to find out the most effective
intrusion detection model. All the models have their final results compared in Table 3.

4.2 Training Accuracy Compared to Test Accuracy
Figure 2 and Figure 3 shows the training and testing accuracy of the LR, DT, RF, ANN, and FL
models. gives the per-attack F1-score comparison among various categories of attack.

The findings indicate that the majority of the centralized models are slightly more
accurate in training than they are in test accuracy which is a sign of low overfitting. Also, the
Federated Learning model has shown the comparatively equal performance in the various types
of attacks especially on the minority classes. It can be noted that the Neuro-Symbolic Al model
is also stable in the performance across the types of attacks, which demonstrates the efficiency of
the neural learning with the symbolic rules.

Overall Model Comparison (Fl-score)
0.9984 0.9985
1.0 4 0.95 0.97 0.96 0.985
0.8
w 0.6
(=]
]
E
it
(S5
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Figure 2. Comparison of all Evaluated Models Performances in Terms of F1-scores on the
CICIDS2017 Test Dataset.

Per-Attack F1l-score Comparison Across Models
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Figure 3. Per-Attack F1-score Comparison Across model.

Further examination of the per-attack metrics will show that the Federated Learning (FL) model
can continue being competitive in the minority attack types, including Port Scanning or Brute
Force. FL is more sensitive to such attacks than Logistic Regression, with no change in overall
performance.

This action indicates how federated learning can pool together various local tendencies, which
can lead to increased generalization in privacy preserving-conditions.

Logistic Regression (LR) The overall accuracy of Logistic Regression was about 0.9573 , results
in relation to ensemble and deep learning models. Figure 4 shows the accuracy of training and
testing of the LR model as a training model, and there is no excessive overfitting in training.
Nevertheless, LR proves to be weak in dealing with extremely unbalanced types of attacks.
Although the model works well with classes that occur frequently like the normal and DoS
traffic, the model also shows a high decrease in its performance with additional minority classes
like Web Attacks and Infiltration. This weakness can be seen in the normalized confusion matrix
presented in Figure 5 with low recall values of underrepresented attacks. Therefore, LR is not
applicable to the complete intrusion detection cases that need the high sensitivity to the rare
attacks.
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Figure 4. Logistic Regression Train and Test Accuracy.
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Figure 5. Normalized Confusion Matrix -LR.

4.3 classification performance

DT and RF models showed the best classification performance, and their accruing accuracy was
nearly at 0.9984 and 0.9985. Figure 6 shows the training and testing accuracy of both models,
which suggests that they have high learning and low overfitting. An additional discussion of the
confusion matrices and the per-class performance measures shows that there are significant
disparities between the two methods. Although, DT demonstrates rather high misclassification
rates within minorities (Web Attacks and Infiltration) RF can decrease these errors since it
combines several decision trees. RF has a more stable recall among the types of attacks, as
shown in Figure 7, a fact that indicates that it is more robust and shows better generalization than
DT.

Both models have a near-perfect accuracy, RF offers a more balanced and accurate detection.
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Figure 6. Train and Test Accuracy for DT and RF.
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Figure 7. The Normalized Confusion Matrix for DT and RF.

4.4 Accuracy and Confusion Matrix for ANN

ANN had the overall accuracy of about 0.9880. ANN has multiple layers, and thus, it is able to
describe intricate nonlinear relationships within network traffic data. The training and validation
accuracy and loss curves can be seen in Figure 8 and show stable convergence and minimized
over-fitting. The model is effective in identifying the majority classes like the normal and DoS
traffic. Like other centralized methods, however, ANN will have lower recall of categories of
minority attacks, such as Web Attacks and Infiltration. This is further pointed out in the
normalized confusion matrix presented in Figure 9. Despite the high adaptability and robustness
of ANN, there is a slight performance of ANN, which is still lower than tree-based models
applied to tabular intrusion detection data.
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Figure 9. Normalized Confusion Matrix — ANN.

The performance of the ANN plateaued below RF/DT, suggesting that tree-based models may be
naturally preferred in tabular network traffic data. However, ANN demonstrated adaptability
and durability, demonstrating its value under shifting circumstances.
Performance of Federated Learning
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4.5 Accuracy and Loss of The Optimal Federated Learning Iteration.

FL model had an overall accuracy of 0.9838, which is less than centralized Random Forest and
DT models. Figure 10 gives the training and testing accuracy and loss curves, which means that
it has a stable learning behaviour and can be overfitted. Those factors as the decentralized
training process and aggregation of heterogeneous local models can be considered as the reasons
why FL performs poorly. The model as shown in Figure 11 has lower recall rates to the
underrepresented categories of attacks especially to Web Attacks and Infiltration. Although
federated learning is less numerically accurate, it shows the possibility of ensuring privacy of
data and still achieving acceptable detection rates, which is why it can be applied in privacy-
sensitive collaborative scenarios).
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with a mean epoch training time of about 129 seconds which makes the total training time about
43 minutes. The test dataset for prediction took around 24.97 seconds. The NSAI model obtained
a total accuracy of 98.78 and the value of precision, recall, and F1-score were 98.75, 98.78, and
98.72, respectively. It is important to note that Brute Force class got an F1-score of about 0.95
with high precision and recall values. Normal traffic was reported with almost perfect
performance and Port Scanning had rather low recall which means that it was partially
misclassified. The study of the per-class F1-score is given in Figure 12, and the trend of the
validation accuracy and loss is shown in Figure 13. Those findings suggest that there is addition
of symbolic rules which lead to a better interpretability and also helps to identify some rare
patterns of attack. In general, NSAI exhibits a competitive performance and equal generalization
in various categories of attacks.
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Figure 12. F1-Score Comparison Pre-Class.
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Figure 13. The ANN Train Accuracy and Loss.
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4.6 Confusion Matrices Analysis

The normalized confusion matrix for all six evaluated models is presented in Figure 14 and
shows how the classifiers performed on different attack types.

LR: The classifier showed acceptable classification results yet failed to correctly classify many
attacks and had relatively low recall scores.

DT and RF: Both classifiers showed good classification results; however, RF appeared more
robust and made less mistakes than DT.

ANN and FL: Both models demonstrated strong performance and consistently lower false
positive and negative rates compared to baseline models. At the same time, recall decreased for
some rare attacks.

NSAI : The model showed excellent results on both precision and recall metrics; the use of
symbolic knowledge increased explainability and attack detection efficiency for particular attacks.
All in all, the confusion matrix reveals key advantages and weaknesses of all evaluated models
and their behaviour on different attacks when attack distribution becomes unbalanced.

Figure 14. The Five Algorithms' Confusion Matrix.

True Label

True Label

True Label

BENIGN

ATTACK

BENIGN

ATTACK

ATTACKBENIGN

Confusion Matrix (Logistic Regression) Confusion Matrix (Decision Tree)

- 400000
- 350000
=
409030 s982 1= 3as8
- 300000 el
-
- 250000 e
@
=
=5
- |
- 200000 @
=
- 150000
=]
12685 72454 = a3s8 84701
- 100000 B
=
- 50000
BENIGN ATTACK BENIGN ATTACK
Predicted Label Predicted Label
Contusion Matrix (Random Forest) Confusion Matrix (ANN)
- 400000
- 350000
=
313 = 2823
- 300000 =
- 250000 -
- 200000 £3
v
- 150000
=]
2 = 5805 79334
429 84710 - 100000 E
- 50000
. ' BENIGN ATTACK
BENIGN ATTACK Predicted Label
Predicted Label
Confusion Matrix (FFL) Confusion Matrix (Neuro-Symbolic ANN)
- 400000
- 59831 o o o 170 o o é
- 350000 = s o
o 58487 o 15 142 o 1357 E
- 300000 =2
o 1 59890 11 96 3 o
- 250000 -
5
=
o 105 o 59185 689 o 23 - 200000 = aa94 13768 o
s &
<
&£
s744 136 61 oss ELEEFE] 3845 1830 - 150000
- - 100000 -
o 15 o 28 332 59622 a =3
< 163 o 1566
- 50000 g
o 66 o so 210 o 59675 &S
. . -o . . .
BENIGNATTACK Normal Traffic Port Scanning Brute Force
Predicted Label Predicted

- 400000

- 350000

- 300000

- 250000

- 200000

- 150000

- 100000

- 50000

- 400000

- 350000

- 300000

- 250000

- 200000

- 150000

- 100000

- 50000

- 400000

350000

300000

- 250000

200000

- 150000

- 100000

- 50000

-o

352




P{ MISAN JOURNAL FOR ACADEMIC STUDIES
A S  HUMANITIES, SOCIAL AND APPLIED SCIENCES M‘DAS
Misan Joarnal of Acudemsie Mudies VO‘LE 25 ISSUE 59 S’]EP,ZOQ@

5. Discussion
A comparative analysis of the chosen models is performed by considering the detection

accuracy, speed and privacy aspects. This research identifies the differences between the
approaches of centralized learning, Federated Learning and Neuro-Symbolic Al in the field of
intrusion detection systems. Figure 14 shows the normalized confusion matrices of all six models
that were analyzed. The logistic regression algorithm provides acceptable accuracy but displays
higher levels of errors in cases of minority attacks. On the other hand, decision trees and random
forests produce satisfactory results, with the latter method being superior to the former one in
almost all cases. The artificial neural network and federated learning techniques provide similar
results, coupled with high levels of false positives and false negatives, particularly in cases of
minority attacks. On the contrary, the NSAI method produces relatively stable levels of precision
and recall and improves the detection of complex patterns. However, the distribution of the
clients' data in the Federated Learning setting was nearly equal (near-11D). This helped achieve
stable convergence and reduced degradation in performance that is usually seen in the case of
non-11D setups. However, this equality can result in a positive evaluation of the performance of
Federated Learning compared to the practical world.

6. Limitations and Future Work

The research has a number of limitations. Firstly, the experimental assessment was conducted
only with the aid of CICIDS2017; therefore, the model's results may differ according to other
networks with different attacks' distributions. Secondly, the efficiency of Federated Learning
may depend on clients' data disparity and imbalance that affect the quality of the globally
generated model. NSAI and FL also require increased computational costs compared to
traditional machine learning algorithms that might impede the efficient application of the
solution.

In future research, a combination of tree models with neural networks' interpretative capabilities
will be considered to increase the interpretability of the solution. Further research will involve
assessing the algorithm's performance using various larger and more diversified multi-
organizational datasets. Furthermore, explainable Al can be used to achieve better results.

7. Conclusion

A critical analysis of various machine learning, deep learning, federated learning, and neuro-
symbolic intrusion detection models. The outcomes of the experiment show that tree-based
models especially the Random Forest and Decision Tree have the best overall accuracy (around
0.9985), and thus are applicable to high speed and resource conscious detection systems.

In general, the results suggest that the intrusion detection system is capable of balancing its
accuracy, computational efficiency, interpretability, and privacy preservation. According to the
outcomes of the experiment, NSAI can be applied in the situation when it is necessary to confirm
complex attacks reliably, tree-based models are applicable to a real-time and resource-
constrained setting, and federated learning is more suitable in a collaborative environment with
privacy preservation. Future work is focuses on testing these models on bigger and more
heterogeneous datasets, increasing model interpretability by using explainable Al and exploring
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more advanced federated learning and clustering approaches to enhance better cybersecurity
applications.
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